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1	Decision/action requested
SA3 is kindly requested to approve the proposed solution.
2	References

3	Rationale
Ambient IoT devices are lightweight and require different communication flows, thus, it is assumed that existing mechanisms cannot be reused to protect the identities of AIoT devices. Furthermore, key issue #3, Privacy by protecting AIoT device identifiers, requires mechanisms for mitigating privacy threats e.g., by identifying, linking, and tracking the identifiers of AIoT Device(s) to be supported.”
 The solution addresses KI#3 focusing on the functionality in the AIoT device:
- verifying a request to share the identity of the AIoT device,
- protecting the identity of the AIoT device, when sharing it.

4	Detailed proposal
*** START OF CHANGES ***
5.X	New Solution: Ambient IoT ID privacy
5.X.1 Introduction
This solution proposes a solution to protect the privacy of the identifier of an Ambient IoT (AIoT) device. The solution focuses on the functionality in the AIoT device:
- verifying a request to share the identity of the AIoT device,
- protecting the identity of the AIoT device, when sharing it.
The procedure fits the baseline RAN procedure agreed in RAN2#125bis:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; 
Step B: Triggered device(s) performs the random access-like procedure, if needed; 
Step C: The device may perform the data communication with the reader as needed.
5.X.2 Solution details
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Figure 5.X.2-1:  Ambient IoT ID privacy
In Step 0, the AIoT device is configured with an identity, and a secret device-specific value.
In Step 1, the AIoT device receives an initial trigger message (e.g., inventory message) including a challenge value, and a list of AIoT identifiers that may be addressed. 
In Step 2, The AIoT device checks whether the message (in step 1)
2.1 is addressed to the AIoT device by using the list of AIoT identifiers, and 
2.2 is sent by a trusted party by using the challenge value and the secret device-specific value.
If the checks 2.1 and 2.2 succeed, the AIoT determines a pseudonym by using its identifier and the received challenge value.
In Step 3, the AIoT device sends its pseudonym (e.g., in an inventory response message). 
This procedure can be implemented by means of a lightweight function, e.g., a hash function. 
5.X.3 Evaluation
This solution describes a lightweight solution of privacy protection for the AIoT device identity.
*** END OF CHANGES ***


image1.png
AloT device

Step0

Reader UE/gNB

AloT Management Function

Step2

Step1

Step3





